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Please Note: Some screens in this instruction contain options that do not pertain to ODBC
Authentication. If you need additional information regarding these steps, please see the
GroupDrive Administrator User’s Guide. For the purpose of this ODBC User Authentication
quick start guide we will guide you through these options without configuring additional
settings.
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Configuring the Server

1. Run the GroupDrive Server Administrator and select New Server
Wizard.

2. Select the Server Type (clustered or non-clustered). EEEe—

3. Type a unique Server Name. Click the drop-
down arrow to choose your IP Address. (Any
available IP address indicates that the server will
listen on all IP addresses that are configured on
the PC along with the local IP address of
127.0.0.0, also known as localhost.) Select the
Port number by using the up/down arrows. Click
Next.

Entes 3 uricyse rame fo the FTP perves

R B

4. Use the browse “...” buttons to browse to your
User Data Directory, Logfile Directory,
Temporary Cache Directory, System Database
Directory, and SSL Certificate Store Directory.
Click Next.

datn This
ner data. £ ach es can Hhen be Curlosed rdvcusly
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5. GroupDrive uses an internal database to store st i
configuration, user, and runtime information. Use f
the drop-down arrow to select the SQL Server o ] =]
Instance. Type the name of the SQL Database. T E i
Select your Authentication Method. Click Test o ) ,
Connection to test the server connection to the i
database. When you are successfully connected, ;
click Next. USSP |

NOTE: SRT supports GroupDrive configurations using SQL Server 2005 or later or SQL
Server 2005 Express or later, test or production environment. No other databases are
supported.

6. Using the drop-down arrow, select ODBC Data
Source User Authentication and then click the B [ et =
Authentication Server Setup button. This will o
launch the Windows ODBC User Authentication
sub-wizard.

| Cocd | b

7. The ODBC Data Source Manager will allow you to User Asitonteaisn Conlgpuion
create a new ODBC data source or to select an e ——— {
existing ODBC data source. This data source will e D }
store the group, user, and membership information Cos T i
to be used by GroupDrive Server. Click the browse e [
“...” button to launch the ODBC Data Source el I —
Manager.

8. Select the Machine Data Source tab. Click NEW to  Emmms EE
set up a new data source. If your data source is roosssasclates o e
already listed, select your data source from the list. rE e léiilD 5

Voo FoDasbe i

Visual FouPro Tables User =

4] |

e e

anurces can be used by all users on this machine, of by a system-wide service:
[k | camcel Help
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9. The ODBC Administrator Wizard will launch. To set
up a System Data Source, make sure that System
Data Source™* is selected and then click Next.

SRT

(Create New Data Source [ ]

Select atype of data source:
" User Data Source (pplies to this machine orly]
% System Data Source [Applies to this machine oniyi

Selecting System Data Source creates a data source
wihich is specific to this maching, and usable by any
user who logs ot this machine:

coak [ Hety ) Concel

*GroupDrive Server runs as a system service and requires a system data source.

The ODBC data source configuration options vary based on your specific ODBC database. If
you are using a database other than SQL Server, see your database’s ODBC help system for
instructions on configuring an ODBC data source for that database.

NOTE: SRT supports SQL Server 2005 or later or SQL Server Express 2005 or later.

Database Schema Column Descriptions and Schema Example, see Appendix A.

10. From the list of available ODBC drivers, select SQL
Native Client and then click Next.

11. Click Finish to create the data source.
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Create New Data Source

Select a ditver for which you want to set up a data source.

Name Wersion =
Microsoft Excel Driver [xls) 4.00 6305 00
Microsoft FoxPro Driver [*,dbf| 4.00.6305.00
Microsoft FoxPro VPP Driver [".dbfl 6.00.6167.00
Microsoft ODBC for racle 2.576.3959.00
Microsoft Paradox Driver [*.db | 4.00 6305 00
Microsoft Test Driver [* tet; “csv]  4.00 6306 00
Microsoft Wisual FosPro Driver E.00 8167 00

5L Mate Llient 2005 90 3042.00
SOL Server 2000.86.3355.00
4 3

<Back { Net> P Cancel

Create New Data Source

When you click Finksh, you wil create the data source:
which you have just configured The diiver may prompt you
fior more infomation,

System Data Source =]
Driver: SOL Native Client




12. Type the name of your data source. We have
named our data source titan-sqlserver. Use the
drop-down arrow to choose the SQL server that you
would like to connect to and then click Next.

13. Choose your preferred authentication method.
We have chosen Integrated Windows
authentication. Select the check box to connect to
SQL Server to obtain default settings for additional
configuration options.* Click Next.

SRT

Lreate a New Usta Source to SUL Server

ODEE 4

connedt ba SUL Sevver.
SéL o Whatname 1o the dets source?

[ITEN S [Fpemr—

How do pous wank I dnscibe the data souce™

Descnption:
=) '
I i 50l 5erver oo you wan 1o coreect to?
A Senver | =
Frssh Hewk > Carcel Helw |

Create a Mew Data Source to SOL Server

ity the sutherticity of the login 107

Mot
SOL Server os % Rufith Iemegrated windows authentication|
~ "wilh STL Sorves mortication using 3 g 1D and pasword

erdeed by the user.
L S0 Stk s e
Sasions optisns,
|-y,
| -
)
Ersred [
< Back Hewd > Cancel He |

*GroupDrive Collaboration Server will now attempt to log you on to the server. If you
receive an error message, contact your SQL Server Administrator.

14. Select the check box to change the default
database. We recommend that you do not use
the master database. Choose your database using
the down arrow. Click Next.

15. Keep the default settings and click Finish.

Create a Mew Data Source to SOL Server

[¥ Change the defak darabae ta:

| . I Lisn ARSI aunind ideniiiees
I (7 Uar &M e, paddings and waming:
-1

< Back Hewd s Cancel He |

Create a Mew Data Source to SOL Server

I~ Ehang uisgs o SOL Server
Mucroaott
SOLServer zoos |Ervgishy =
[ Lise stong encegplion for data
[ Prufrum hanalatio fer characte data
b gt rehe
(=
-- ™ Save king unning quesies b the ki flec
i JEADOTUME “1WADMINI~TLOCALS "1 Tenph ) F
Long queey tire (rlisecondsk  [55000
I Leg (DA diver shaliskis b the bog e
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. fuces scrmot s sererserne @]
16. Click Test Data Source.

A rowe DDRC

cofguanon
Ficssech SL Haivs Cherd Viiion 08 00 3042 =l
0ata Souacs N v scfiarons

D ata Sousce Dwscnphor,
Earver DALANTSOLDPALSS
oy Yo

Ha
Use ANSI Quted iderifimes: 'Vt
Uise ANSI Nl Packdingt aeed Wismings: ae

=l
= | oo

17.You should see the Tests Completed Successfully message.* - - o e

. roon S0L Hates Cont Vermm 0O 003002 =]
Click OK. g
R

TESTS COMPLETED SUCCESSFULLY)

*If you receive an error message please contact your SQL Server Administrator.

18. You now have the ODBC System/Machine Data Source e e =
configured to point to the sample SQL Server database. T —
Click OK to return to the GroupDrive Server Wizard. iz G 1 Pt
[ ]
Co 3 o |_ww |

19. The groupdrive-sqlserver data source name is now e —— |

displayed in the window. Click Next. B ———
e g

Fastoesed Everyeiion Aigesiten

Pl Ted it veccmmmeraded]
 MDS

" SHAY

" RIPEMD 460

 SHAE

TN i R |

*Please note: Plain Text is not recommended for production systems. It is used here for
illustration purposes only. Also, if you need to be FIPS (Federal Information Processing
Standard 140) compliant you cannot use RIPE-MD 160. The password format that you
choose must match the encryption technique that you use.
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20. Set the Group Cache Life* and the User N -
Cache Life using the up/down arrows. Click A ——
Next. e Cache Lie: [T000 2 seconds

* GroupDrive Collaboration Server will cache user and group information to increase
performance and decrease the load on your back-end database. The number of seconds that
GroupDrive caches this information is controlled by the User Cache Life and Group Cache
Life values. The Group Cache Life value is used by GroupDrive to determine how long to
wait before refreshing the group information and also the list of members of that group.
Once the cache life has expired, GroupDrive will flag the cached group information as “stale”
and the next time GroupDrive needs that group information it will reload the group
properties (and the list of members of the group) from the remote database. This means
that if you modify the membership of the group by adding new users, or deleting users from
the group, those changes will not appear in GroupDrive until the Group Cache Life value has
expired and GroupDrive can reload that information. Therefore, if you have a dynamic
system where the users/groups change frequently, set the Group Cache Life value to a short
value, such as 300 seconds (5 minutes).

The same applies to the User Cache Life setting. If you make a change to a user account in
the back-end database, these changes will not appear in GroupDrive until the User Cache
Life value has expired on that user account. The exception to the rule is the user’s
password. GroupDrive never caches user passwords so any changes to the user’s password
in the ODBC user database will take effect immediately.

Warning: Avoid setting the Cache Life values too small. If you set the values too small, the
performance could degrade because GroupDrive will be spending too much time flushing
and reloading the user/group information from the database.

If you add and delete users frequently, change the Group Cache to 300 seconds.
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21. After you have configured your data source, click

22.

23.

24,

25.

SRT

User Authentication Configuration 3]
Test to test the configuration and ensure that you samrscone
are able to communicate with the User —=2
Authentication server.
Back L) I Corcel el

If GroupDrive Collaboration Server can successfully communicate
with the database the message that displays is Success. Click OK. (If
an error is displayed, either GroupDrive was not able to connect to a
the database, or there was a problem with the back-end database.) :r

GroupDrive Server

After GroupDrive successfully connects to the database,
GroupDrive will attempt to generate a list of groups. Click 2
Yes to test the generation of a list of groups.

Wwould you like ko test the gensration of  list of groups?

Mote: This could take a whie if vou have many groups.

Click Yes to test the generation of a list of Users.

GroupDrive Server

@ | Would you like to test the gensration of a lit of Lisers?

Note: This could take 5 whils if you have many users.

Click Finish.

User Authonticatien Canfiguration
| | Usertuitennzsien
o Teit |
n
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26. You are now returned to the GroupDrive New Server & == -
Wizard. Click Next.

< Back 1 Mext > } Cancel Help

¥
4

27. The wizard will walk you through the steps for configuring
your SMTP Mail Server and your Administrator User
Account. Click Finish to create the server.

!
]
i

< Back Finish | Cancel |
L

T T S ——

28. Once the server is created, the server starts and Grimba S Ao
appears in the main GroupDrive Administrator
window. A green icon appears to indicate that the
server is running. At this point, there are no
external groups or users mapped to GroupDrive
Collaboration Server.*

*PLEASE NOTE: All GroupDrive Server users must belong to a group. Before any users can
access the system, you must add one or more groups to the server. Because GroupDrive
Collaboration Server uses the ODBC user database, groups that will participate in the
GroupDrive Server must be selected/mapped into GroupDrive Collaboration Server from the
ODBC database. To do this, you must run the New Group Wizard to add a new group to the
GroupDrive Server.

29. Expand the server menu and click Groups. [ —
Click New Group to launch the New Grou Tt B — -
: P P |3 9yddmnisme
W'Zard . [= @ GroxOnive Server Domans 4 Gioups

Crarently Defined Groups: -
@

+ L Yirtud Folders
= LI} Fush Content
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30. Select one or more Groups to be granted access
to this server. Click Finish.

Selact one of mose NT Gioups 10 be granted sccess 10 this serve

New Graup Wizard - Step 1 =

N i bisation

31. It is now time to test the server. To test the server, right-
click on the Server in the GroupDrive Administrator and
select Launch Browser. Then log on with your credentials.

GroupDrive ODBC User Authentication Quick Start Guide

Grouphrive Server Adminfstrator
Fie Server Vew Help

B 88650 883

Geewpntee Serves Domains [ Gerenal | fchesracont |

% it Disciog
. g SRT Server Serves Har
il e Server Descriph
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Appendix: Database Schema Column Descriptions

Table: sr_uagroups

This table stores the group lists that GroupDrive accesses by way of the GroupDrive
Administration utility.

» groupid — This is a 4-byte numeric value that uniquely identifies each group in the
system. Group ID’s must be numbers only, must be unique, and must be within the
range of 100-999.

» ghame — This is a text field that stores a human readable name associated with the
group. This field must contain alpha-numeric printable/readable ASCII characters
only. The maximum length of a group name in GroupDrive Collaboration Server is
131 characters.

» gdesc — This is a text field that stores a human readable description associated with
a group. This field must contain alpha-numeric printable/readable ASCII characters
only. The maximum length of a group description in GroupDrive Collaboration Server
is 131 characters.

Table: sr_uausers

This table stores the list of users who can be granted access to the GroupDrive server. Since
GroupDrive is a “group” based server, only users who are members of a group included in
GroupDrive Collaboration Server will be permitted to access the server.

» userid — This is a 4-byte numeric value that uniquely identifies each user in the
system. User ID’s must be numbers only, must be unique, and must be within the
range of 1000-2,000,000.

» uname — This is a text field that stores the user name for a user. This field must
contain alpha-numeric printable/readable ASCII characters only. No spaces are
permitted in a user name. User names are not case sensitive; however, using only
lowercase characters in a user name is recommended. The maximum length of a
user name in GroupDrive is 131 characters.

» upass — This text field contains either the user’s password, or a hash of the user’s
password depending on the type of password masking that has been chosen in the
GroupDrive Administrator during the setup process. GroupDrive currently supports
Plaintext, MD5, SHA-1, RIPE-MD-160, and SHA-256 hashing algorithms for
passwords.

» ufullname — This text field contains the user’s full name. This field must contain
alpha-numeric printable/readable ASCII characters only. This field allows a maximum
length of 131 characters.

GroupDrive ODBC User Authentication Quick Start Guide 11
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» uhomedir — This text field contains the fully qualified path for the user’s home
directory. This can be a local path or a UNC (Universal Naming Convention) that
points to a remote data location. Note: do not use a mapped drive letter. GroupDrive
runs as a system service so it does not have access to mapped drives which are
“user” based. Use a UNC instead.

» uenabled — This Boolean field tells GroupDrive if the user account is enabled or
disabled. If this value is 1, then the user will be permitted to log on to the
GroupDrive server. If this value is 0, the user will not be permitted to log on to the
GroupDrive server even if they specify a valid password.

Table: sr_uamembers

This table stores a mapping of Users to Groups. Since GroupDrive Collaboration Server is a
Group based server, users must belong to a group that has been included in the GroupDrive
Administrator.

» ‘groupid’ — This field contains the unique Group ID for the group that will be allowed
to access the GroupDrive server.

» ‘userid’ — This field contains the unique User ID for the user that will be a member
of the group accessing GroupDrive.
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Schema Example

Table: sr_uagroups

Name Type Size
groupid Long Integer 4
gname Text 132
gdesc Text 132

Table: sr_uausers

Name Type Size
userid Long Integer 4
uname Text 132
upass Text 132
ufullname Text 132
uhomedir Text/Memo 1024
uenabled Long Integer 4

Table: sr_uamembers

Name Type Size
groupid Long Integer 4
userid Long Integer 4

GroupDrive ODBC User Authentication Quick Start Guide 13




