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Telephone: 410-266-0667
Fax: 410-266-1191
www.southrivertech.com

Please Note: The following instructions will help you to set up Titan FTP Server using FTPS
(FTPS/SSL) and public key certificate-based authentication. Some screens in this instruction
contain options that do not pertain to FTPS or public key certificate-based authentication. If
you need additional information regarding these steps, please see the Titan FTP User Guide.
A Frequently Asked Questions (FAQ) is available at our Knowledgebase Support Center and
a complete listing of our help documentation is available on our Web site. For the purpose of
this FTPS/public key certificate-based authentication Quick Start guide we will guide you
through these options without configuring additional settings.
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Configuring FTPS & Public Key Certificate-based Authentication

1. Run the Titan FTP Server Administrator and click New
Server Wizard.

Filz  Wigw

Groups  Users Orline  Help

2.  When the Administer Domain window appears, Type the

Domain Locastion

Administrator Username and Administrator Password and Meswweran i
—_ —
Cancel

click OK. Hon s =

Advinishics Password [~

3. Type a unique server name. Click the drop-down
arrow to choose your IP Address. (Any available
IP address indicates that the server will listen on all
IP addresses that are configured on the PC along 'ﬁf\:jjf;fa::f;”:gf;;“'m‘i““e“”'
with the local IP address of 127.0.0.0, also known Rt (o e P s o S s

[
as localhost.) Type the WAN address, for example, Dot Diectoy

Server Mame:

Server Description:

. - w " |CAsHPtoD atat,
myserver.com. Click the Data Directory "... LoDt =
browse button to browse to the Data Directory. 'ﬁ‘“‘“m‘ =
W Start server when Titan FTP Server Service starts
Click the Log Directory “..." button to browse to || Erestimeticirdlnmiad st (s, drzsmine, Ay, drsr)

I

i

the Log Directory. Select the check box if you R A S RS S AP e
would like to start this server when Titan FTP Server starts. When you are finished, click
Next.*

*If you need to create standard UNIX directories, you can find additional information in the
Titan FTP Server User’s Guide.
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4. Select the Services this server will handle.

Select services this server will handle:
W FTP [typically part 21)
I FTFS [typically port 330)

[ SFTP [typically port 22]

PR,

Note: You must enable FTP access if you plan on using FTP/S with M CIRAP = ]

[~ HTTPS [typically port 443

explicit SSL (Auth SSL).

5. Select your User Authentication Database using
the drop-down arrow. After you have configured your
User Authentication Database, click Next.*

*Once you select a User Authentication Database in Titan, you cannot change to a

different method after the server wizard has completed. If you need more information about
configuring user authentication, please see the Titan FTP Server User’s Guide or the SRT
User Authentication Quick Start Guide for your specific user authentication database.

6. If you wish to enable FTP Services,* select the B

Enable FTP Services check box. Select the FTP
Port number by using the up/down arrows. To
enable anonymous FTP access, select the check
box. If your server is sitting behind a

router/firewall, select this check box and type the T
External WAN IP address of router/firewall. Click -
Next. —

*You must enable FTP access if you are using FTPS with explicit SSL (also known as AUTH
SSL). For more detailed information pertaining to these configuration options see the Titan
FTP Server User’s Guide.
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7. To enable SSL/TLS access on this server, select the o Scrvt Wi %
Enable SSL/TLS access on this server check box | g =i
and then select either Enable explicit SSL/TLS or | pll i
Enable implicit SSL/TLS.* Use the drop-down R
arrow to select a certificate, or click Certificate ' STEE—
Management to launch the Certificate Wizard to
configure a certificate for this server, or use the "“...”
browse button to browse to your Certificate Store
Folder.

See Appendix A for the options available to you when you select Certificate Management.

*Explicit SSL—When using Explicit SSL, Titan FTP will allow SSL connections on the
standard FTP port that was specified in Step 6. This port will be used for both FTP
connections and FTP/S connections. In order to enter into a secure SSL session, the FTP
client will need to issue either the AUTH SSL or AUTH TLS command prior to establishing the
secure connection.

*Implicit SSL—When using implicit SSL, Titan FTP will listen on a specific port that will only

be used for SSL connections. By default this is port 990; however, any port may be used.
Change your port number by using the up/down arrows.

8. Click Next.

9. If you would like to use SSH/SFTP security settings
along with FTPS, enable SFTP using the check box.*
Click Next.

* For more information see the Titan FTP SFTP & Host Key Authentication Quick Start Guide.
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10. If you would like to enable HTTP/HTTPS access
on this server, select the check boxes. To configure
a certificate, click Certificate Management.

Note: The Titan Web Interface is an optional module.
Contact sales@southrivertech.com for more information.

11. Type the URL or IP address of the SMTP mail
server that will be used to send email notifications to
users. You may test the connection by clicking Test
Connection. (For more detailed information
pertaining to these configuration options, see the
Titan FTP Server User’s Guide.) When you are
finished, click Next.

12. Click Finish to create the server.

13. Once the server is created, the server starts and appears in the main
Titan FTP Administrator window. A green icon appears to indicate that
the server is running. You may now add users to the system.

SRT

% Enabls HTTP browses based inerface 1o Taan FTP Serves
P Addess P
[y ovstabe @ s = @

¥ Enable HTTPS/55L browser baed irferlace 1o Tian FTF Setver
Ll .28
[Aury Avaiable © Addreas =] fu3
s the folowng corficain for s server
| 2] Conate Munsgenans
Enker the pawword atiociated wih this certicale

A - B

i
3

o« Dl FINIGH b crashe o sarves

m.
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14. At this point, your FTPS Server is
configured and will be running. If you
would like to review the settings for the
FTPS server, in the tab pane, select
Security, and then select the FTPS/SSL TR
tab. The FTPS/SSL tab is used to E sk w e '
configure FTPS/SSL settings for the
server. Once you have configured your
settings, click Apply.* e e ot

[CantPipiacF R GAT Servai Canices’

T Sarver Doang 8 User utarication | @ UNC Accourts | 103 Emel Serve | (g FIPGED FIPRAsld e »

s ity ¥ Ensbls SELITLS accest on it server Prosccal SvIOESLYAT)
b cornacts usng the AUTH S5L cemmand]

*We recommend that you select Protocol Version TLS v.1.0 (SSL v3.1) because it has
security enhancements that are not found in SSL v3.0. We also recommend that you enable
Encrypt data channel by default to force encryption unless the client explicitly turns it off.
The Enable CCC feature allows plaintext communication to occur, so this feature should be
disabled in cases where encryption is always wanted. As a reminder, you must enable
Require all FTP connections from the clients to be secure if you are using explicit SSL and do
not wish to allow unsecured access to your server. Explicit SSL is the preferred standard,
but either method is secure. (Explicit SSL is the recommended method for HIPAA
compliance because implicit SSL is not formally adopted in an RFC.) If you enable Require
Trusted Certificates, please be aware that this feature requires that all FTPS clients provide
a trusted certificate to connect. This is the most secure method of connecting but it requires
that trusted keys be distributed to each user offline, so it may not be practical.

15. Click Yes to restart the server.

k?/ Wwould you like to restart the server so that these changes will take effect immediately?

If you would like to test your server, you may download WebDrive, our secure FTP client.
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Appendix A—Titan FTP Certificate Manager

Titan’s Certificate Manager provides several options. You can e — i
choose to Create a new certificate. You can Import your
certificate and private key. If you select Sign CSR the Certificate
Signing Wizard will launch. Once you have certificates stored in
Titan, you can also use the Certificate Manager to Delete, Export
or Update your CSR, or to look at the Properties of your CSR.

To Create a New Certificate

1.

2.

Click Create to create a certificate. This will launch the SSL

Certificate Wizard.

Type your Certificate Information. You must
supply your information for each field. Use the
drop-down arrows to choose the Country and
Valid From and Valid To dates. Enter the valid
Email Address that will be used to contact the
owner of this certificate. Click Next.

Select a desired key length to be used with
your certificate. Longer key lengths provide better
security, but result in slower performance. Shorter
keys run faster but are less secure. Key lengths of
1024 bits or larger are recommended for secure
environments. Click Next.

Cenficste Lt
| Common Hame 1 Tipe
| | swmesm | |
[ | rgant | Tl
A7 Certificate Mansger 3]
Caticate Lt
[T Lims
| Sgn (3R
C o } e | = |
SSL Certificate Wizard - Step 1 3

Cartficate Information
Common Name: [JLD SSL Cerficate

Organization: [South River Technologies

Depattment: |Techrical Support
Localiy/Ciy: [Bnnapol:
State/Province: MD
Countyy: [United States ~ ~|
VaidFrom | 17162008 7|
VaidTe: [ 171672008 =]
Email Address: [ipdi@southiivertechnologies. con|

Enter a walid Email Address used to contact the owner of this certificate.

(2D T Help

SSL Certificate Wizard - Step 2 )

Select a desied ey length o be used with your cerficate. Longer key
lengths are mare secure, but are slightly slower to process.
Suppated Key Lengths

" 512 bits

1024 hits
" 2048 bits
" 4036 Bits

¢ Custom Key Size [in bits)

Select ths appiopiate key lsngth for use with this certficate. Sharter keys are less sscurs, but yield
faster performance,

< Back ‘ Newt > | Cancel Help
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Your certificate name will populate automatically.
Create a Private Key password. Your password
must be at least four characters with no spaces and is
case sensitive. After you confirm your password, click
Next.

4. There are three options available for generating
your certificate:

Self-sign this certificate—Select this option if you
would like your new certificate to be self-signed. Self-
signed certificates are relatively insecure. In general,
this option should only be used for testing purposes
and should not be used for certificates that will be
used in a production environment.

SRT

SS1. Certificate Wizard - Step 3 X

Certific.ate Mame:

[JLD S5L Certificate:

Private key password

Confim password

Confiim that the password was entered conecly by retyping it here.

< Back (l Mest> [)  Cancel Help

x|

& Selsign this certficate
Sel-signed certficates are relatively insscure and should not be used in
production emironments.

" Gienerats CSF for signing by a Trusted Certiicate Autharity

Export the certificate iequest [CSR) to the follwing directary,

[ El

" Signthis cartificate using the following Trusted Catificate

Certificate; Fassword:

[ =

Select ths aption i you would ke your new certficats to be sslf-sianed. In general, this should orly
b used for testing puiposes and should not be used for certifisates that willbe used in a production

enviranment,
< Back @ Cancel Help

Generate CSR for signing by a Trusted Certificate Authority—Select this option if you
would like to generate a CSR (Certificate Signing Request) to be sent to an external CA
(Certificate Authority) or Trusted Authority for signing. Once the CSR has been signed, and
your certificate generated, you will be able to update your CSR and use your newly signed
certificate. Export the certificate request to a directory by using the “...” browse button. For
more information about generating a CSR for signing by a Trusted Certificate Authority, see
Appendix B.

=Sign this certificate using the following Trusted Certificate—Select this option if you
would like to sign this new certificate using a trusted certificate already in your certificate

store.

Click Finish when you are done configuring these options.
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5. Click Close. You will be returned to the Titan FTP New
Server Wizard, step 8 of the main body of this quick start
guide.

To Import a Certificate

1. Click Import to import your certificate and private key.

A Certlficate Manager

Ceithesie Let

_Conmon Hare [Tipe i
[E:10 551 Conticair Cotian

2. Import Certificate provides two options for importing your certificate:

You can select Import my Certificate and Private Key from a
single file in PKCS#12 format. Use the “...” browse button to
browse to your .p12 file. Type your Private Key password and
Confirm your password. Type a name used to identify this
certficate in the system. When you are finished, click Import.

OR

You can select Import my Certificate and Private Key from
separate files. Use the “...” button to browse to your .crt file. If
you would also like to Import your Private Key Information,
select this check box and browse to your .key file. You must then
type your Private Key password and confirm your password.
Type a name used to identify this certificate in this system.
When you are finished, click Import.

Consta o | K Cices 1
& Cartificate Managor 3]
Casiieans Lt
[ Comemon tiwres [Tsm
EMILD 551 Contheate Centheale
| sencem
Crams [ Cha
=y ]
aredPrvatn iy b 4 s e RS A1)
i :
| 7 g sy Ciicne st vt Wy boes separste s
Cote e v ore
--------- lerane
Fuovle Koy pativend Corfem pasmnt
Exts & e vt ity s ot v e st
TS C .

gy it arc v Ky b sl e PYCS812)
Fisrams

= bmpeon my Canticabe s Prvvabs Koy o sepanate fles
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3. Your certificate has now been imported and you can see it
listed in the Certificate list. Click Close. You will be returned to
the Titan FTP New Server Wizard, step 8 of the main body of
this Quick Start Guide.

To Sign the CSR

1. Select Sign CSR. The Certificate Signing Wizard will launch.

SRT

A" Carlilicals Managsr [%]
Certcate Lot
Coman Hame Tupe |
) Certficat Store. Catiicate
R Cotiae
I FTPsS S50 Certicate Catiicate
LD 551 Coticse i
| Sagn SR |
Cirate Iepon Cunn
0 Certificate Manager X
Cabheate Ll
Common Neme Type |
(E LD 551 Corfieate Cticatn
Cinats [l Iepaa | | [

2. The Certificate Signing Wizard provides two options for signing your certificate:

You can choose to sign a CSR in local store. Use the drop-
down arrow to select your certficate and then type your
password. Click Next when you are finished.

OR

You can select an external file that contains your CSR and
use the browse "...” buttons to browse to the certificate and
to save the certificate. Click Next when you are finished.

Certificate Signing Wizard - Step 1

1 | veoud e 10 sign & C5F1 in kocal staie.
Canficats Pasoword
= =

1 vacael s by et e el e el mring oy D58

Estemal flename contaning T3 1o be sgnest

Save the certficate 1o e folowing fle

Certificate Signing Wizard - Step 1

T | woukd e o sign & C5A in local st
J Cestiicate Paspwonct

[ |
(@)1t ase s st e vt iy G5

Extrarial i comiawinn D5 10 b sigrmd

[c mmn.vmse«m:\nd\ne:ux\:«uwe:'m@

S the Caricste o e folowing fie
[ Dcuments and Setingstiod Deskiog Cericaes 3L :«CD

Pep—rT]

(= | He
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3. Select the Certificate name using the drop-down arrow.
Type the password used to access the key-pair for the
selected certificate. You can change the Valid From and
Valid To dates by using the drop-down arrow. Click Finish.

4. Your certificate is now ready for use and appears in the
Certificate List. Click Close. You will be returned to the Titan
FTP New Server Wizard, step 8 of the main body of this Quick
Start Guide.

Cortificate Sign

ing Wizard - Step ¥

Sign using the folowing usted certficate
Certbeghe e
[3L0 5L Comcans = M

Conbixcolr Vil Prseed

VasdFiom [ 10702008

Vald Ter [ 12008 -

[

=
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Appendix B—Certificate Signing Requests

Generate A CSR (Certificate Signing Request) for Signing by a Trusted Certificate Authority,
Send the CSR to Certificate Authority for Approval, and Update the Certificate after it is

Approved

To Generate the CSR for Signing

1. Launch the Titan FTP Certificate Manager. Click Create to Lot boa
create a certificate. This will launch the SSL Certificate Wizard. = [t
| Spish |
m e | Clacs
| 551 Certificate Wizard - Step 1 B8

2. Type your Certificate Information. You must supply your
information for each field.* Use the drop-down arrows to
choose the country and Valid From and Valid To dates. Enter
the valid Email Address that will be used to contact the owner
of the this certificate. Click Next.

*The Common Name (CN) is the name of the server. Avoid using characters that any
system treats as special characters. Please note that some Certificate Authorities do not
allow you to abbreviate the State/Province name, so it is best to spell out the State or
Province name.
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3. Select a desired key length to be used with your certificate.

Longer key lengths provide better security, but result in slower
performance. Shorter keys run faster but are less secure. Key
lengths of 1024 bits or larger are recommended for secure
environments. Click Next.

4. Your certificate name will populate automatically. Create a
Private Key password. Your password must be at least four
characters with no spaces and is case sensitive. After you
confirm your password, click Next.

581 Certificale Wirard - Step 7

Sty ik ool 8 b s il yous cerificoln, Ligrs hiy
Iargths. sam s smcur, b aee chghly osess 1o prncess

Suppoted Key Lenghs
 S2bi

1004 bt

2040 bt
-

" Custom Kiey s | biaf

Sefect the sppecprise hep lergth Iox une with this cestficat Shorter key are leas secure, but ek
It perbesmarae

<Back T Medr ] Cowd | Hen

| 5L Certificats Wizard - Step 3 | %
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5. Select Generate CSR for signing by a Trusted Certificate
Authority. Export the certificate request to a directory by
using the “...” browse button. Be sure to take note of where
you save the .csr file because you will need to access it again to
send it to the Certificate Authority. Click Finish.

SRT

%]

|/ S5L Certificate Wizard - Step 4

Rpe——y
7 Vot vigroreg by @ Tramed Comireate futherity

ol uting e foboreng Tsshed Cotiicay

Paswword.

Lot
|

St SR o Cotiors S L]
30 gl 4 0 Trasted fdhnty o a0 Creos s 5 R b e, ot conficaim
vl b sl s Upcotm your CER e impeat s nesely sgred] covticate

<ok ([~ Fran B Cawm | He |

6. You will see a message that indicates that your CSR has been successfully exported to

the directory that you chose to in Step 5.

Titan MFT Server

B

The C5R. has been sucesssfully written to C:isrtFtpSecFilesitestiCartstoralgalabl.southrivetech. com.csr. You may now ssnd the CSR ko a trusted Certificaks Authority For signing. Once you receive the

! Y signed certiicate, you can upats this request with the signed cartificate.

D

7. Click Close to close the Certificate Manager.

Titan FTP Server FTPS & Public Key Certificate-based Authentication Quick Start Guide
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To Send the CSR to the Certificate Authority/Certification Authority

1. Open WordPad and browse to

the |OcatI0n Of-‘ your .CSI’ ﬂle. Copy qala.h1.suulhrlvelech.cum.csr WordPad E]@
Fle |EdE View Insert Format Help
the text of the entire file, D LR
. . “ . o cut Chrl+ bovEsT
InC|Ud|ng the Words Begln n %‘SDW ChrkeC QNVEANTGHF hbGF 11055 2k VOaHJ polo?0 2o Lav
. " w py Saste L] GNVE AcTCUF ubmF wh xpoz ELMAKG A1 TECENC TR
Certlflcate Req uest and End 77 PasteSpecil... By TFR1T2 hubZ kw22 1 1o zEUNE TGAL TECKMLRIWSH
" af Cloar Del Su0BCOETHHAL Va1 hed R 1ekB zb3 VOaHI panilydcv
1fi a¢  Selsct Al Chrl+A QEBEQADGYOANIGI LoGEANPLD/ cinwZ?PPICCL Kk3
Certificate RequeSt . S p— e~ gbLXouL7idneA%ho lei I0pAt LpoKE LEpXr duDeE
a4 ATpI3 1DeP YSFoOSPRAx IvTBEadS M dBBuvZ1r S0
i7 M A AGGAD ANBorkehled GO OB AQQF ALOBGQD AV L/ v
i Peplace. ek hExaTSEIVELLiR] A leped TulQTwWuivEe+Voze /0
1 Ht5Ie3 15FbuSBEVEEr LwadvDydg2 o/ SSAHXC 1Ry
= 1 6KUPKZgaEwSr Q==
H EST-————

Copies the selection and puts it on the Clipboard,

qalab1.southrivetech.com.csr - WordPad E]@

File Edit Wew Insert Format Help

DEH S@ A BB B

MITE+DCCAWECAQAwyhox ITAEBgNVEBANTGHF hbhGF 1 MS52h3V0aHT poeV0 ZWHo Lkl
bTELMAkGLIUEERMCVUHXE ] AOBgMVEAC TCUF ubmF whz xpo 2 ELMAKGALUECENC TUOx
ITALEgNVEAOTGFNvAXROIF JpdnVy IFR1YZ hub2xvIZ 11czEUNEIGALIUECKHLRW S
aWslZEIphmex Kz ApBgkqhkiGOwOEBCQEVHHAL Ymihe3R1ckE eh3V0alHI pdnVydGV]
aC5ib20wgZE8wDQ¥I Ko ZThveNAQEBEQADYYOAMIGI AaGEANPRD/ cinwZ7PJCon Kk
Q6uzzoXLEHIUTiSTohExr 7ibSngbLXoul 7kNncA¥ho 1ei TOp At 1poKE 1fpXrduDeE
3xX+2eIe¥DCREUNgHEyQL/ bIPPqTpI3 1DePYSFCcQSPRAX EvUBPodIMbdBSuvElrSo
UzbwAQZijUAKCSbuPSJhuXC3 AgHEAAGyAD ANE glohki GOwOBAQOUF AROBgODAV L/ v
mETXLz0Eh0asSe/ 5xr3ha+FybhExa7SEVE1hiR] Aleped InlQ7wVuivEe+Vozt/ 0
CrKGzDij2u+COovEIRSRT IxDrHESTe3 1 5FhuSEETELr luddvDydg2 9/ 53 AHXC 1 Rxw
f3RoagLd/E7sxe InU2QXs0hli 6KUPK2 gaEwsrQ==

I

For Help, press F1
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2. You must choose a Certificate Authority/Certification
Authority. There are many Certificate Authorities/Certification

Authorities to choose from, such as:

https://www.thawte.com
http://www.verisign.com
http://www.digicert.com

Once you have chosen your Certificate
Authority, navigate to the area on the
CA’s web site where they have
provided a place for you to paste your
CSR. Paste your CSR, and provide any
additional information that is required
by the Certificate Authority.

SRT

| ¥ Certificats Manager

Coblecstn Lk

[ Commn e Thee

Eonon Casfiesis

LSl natabl sontsrvesiech.com Cembeste Sigrng Heguenl
sgnes.. |

* Pate Cerbtiests Signng Reauest (CSR), staned rom s server  Wors Picsmaten

BES

Sebect 3
]
Laruges

[ | e

After you submit your Certificate Signing Request, the Certificate Authority will verify the
certificate request information and create a certificate for you. The time necessary to create
a certificate varies from authority to authority, so check with the specific certificate

authority for turn-around times.
To Update CSR in Titan FTP

1. After the Certficate Authority approves
your CSR, they will email you a secure link
to access your certificate. Copy your
certificate to WordPad and save in .crt
format. When you name your .crt file, do
not use extra periods or characters that any
system treats as special characters. Be sure
to take note of where you save the .crt file
because you will need to access it again to
update the certificate stored in the server.

% Document - WordPad

SE]

File Edb Viem Insert Format Help
DEE Sk # Bao B

[ &vial [v [10 [+] [westem

----- BEGIN CERTIFICATE-----
MIIFeTCCBGGEAWIBAEIQKD+/GBIAONBADOWGTNBrZANBEk qhkiGOweBAQUFADCE
yzE LMAKGA 1UEBhMCVVHXF ZAVBENVBAOTD1Z Lcml TaWdu L CBIbmMuM TAWL gY DVIQQL
Eyd6b3TgVGVz dCBQAXJwb3N1c yBPbmx5 LiAgTm8gYXNz dXIhbmH1c y4xQjBABgHY
BAsTOVR1cm1zIGOMIHVz ZSBhdCBodHRwezovL3d3dy527XIpc2lnbisjb2ovy3Bz
L3RLC3RFYSAOY ykWHTETHCSGA TUEAXMKVINVY aVNPZ 24 gVHIPYUAgU2Vi dXI1IFNL
cnZlciBUZXNOTENBMBAXDTAAMDE yMTAWMDAWMF 0XDTA4MDIWHDIZ NTh 10Vowgc 8x
CzAJIBgNVBAYTALVTMREWDWYDVQQT EwhHYXJ5bGF uZDE SMBAGA 1UEBXQIQUS uYXBy
b61zMSEwHWYDVQQKF BhTb3VeaCBSaXZ1ciBU: 2dpZXMxF DASBg u
COVUZ21uZWVyaWsnMTowOAYDVQQLFDFUZXJtcyBvZiB1c2UgYXQgdidiLnZlcmlz
aldulmivbs9jcHMydG vz dGNhIChJKTA 1IMSTWIAYDVQQDF BLxYUxhYjEuc291dGhy
aXZlcnR1Y2guY29t MIGTMABGCSqGSIb3 DQE BAQUAALGHADCRBIQKBEODYr 758YuQb
dDpjsqd38juwAjHz bE UGUenikPbxpXQnDST/1DGWCKLE Ts+REQI1Y2W61P PONpST
RUQCMWF vEPCFwisf1/Xb5L7sIrwpzDnDz ZDCVgoMIxf+3Mh3 L6OIFOuozDBSM3 /0
£z 19t qRF45rQ/XMRQrA2J0b4ABNNS goTUQIDAQABOA IB 1z CCAdHWCQYDVROTBAIW
ADALBENVHQBE BAMCBaAWQWYDVROTBDWWO jA40DagIYyaHRAcDovL INWULN1Y3Vy
7S1jcmaudmVyaXipZ 24uY29t L INUULRy alF sHjAWNSS j cmn SgYDVROEBE MwQTA /
BgpghkgBh vhFAQC VMDEW LWwYTKWYBBQUHAGEWI2hedHBz0i8vd3d3LnZlcmlzaWdu
LmHvbS9j cHMvdG Yz dGHhMBOGA 1UdIQQUNBQGCCSGAQUF BuMBBgErBgEF BQCDAJAT
BgHVHSHEGDAWEBRMI 06B4DF Z3Sp/ qebF HgIGc CeHljBABgEr BEF BQCBAQRS NG oW
JAYIKWYBBQUHMAGGGGhBdHABLY9VY3NWLnZ1cmlz aWduLmivbTBCBggrBEEFBQCW
AoY2aHR&cDovL INWUINLY3VyZS1haWEudmVyaXNpZ24uY29t L 1INWUIRyaWF sMjAw
NS 1haVEuY2VyNG46 CCsGAQUF BwE MBGTwWYKF eoFwwWjBYMFYUCWLt YWd1L2dpZ jAh
MBBWBWYF KwADAhOEF EtruSiWBgy7oF I4myms Swel IQUYMCYUIGhOdHAGL y9sb2dy
LnZlemlz aWdulmivbS92c2xvZ28xLmdpZ jANBgk ghk 16 9weBAQUF AAOCAQEAP3BD
/kqghNia6DYmufCVz yDCz e6@DmtukcxZPhyv3FwSQYwrYXV4+1hCFfQIXYCHE S1dp
jP7qimfAY2aH8YY1CIBtB6eqXyjQblkPICE 7CGBA6Tsk61+uZHOTEbdSQqLmi bay
L+Nc2UP/Ih108F 18KG/CHONwI+sapjlarpldvzrvp5Lh8ScHIKA yeMOTHS 0e+QlQ
CoGInfnetVozkIpe/(SsniA7qZYRbnGoI9z2rZ]ygy7 yKsrX0oUWzKGtoB8zh5pab
1rkVHHE1VQSVn66v3JISx1Rr2x6nTjvpt 14IpsestmfbITgXUwanh6ulIDHaYF InH
CBHAVLKrzC4dEC5PTw==
————— END CERTIFICATE-----

Far Help, press FL
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2. Launch the Titan FTP Certificate Manager. Select Update CSR.*
(*DO NOT CHOOSE Import. If you choose Import it will invalidate your CSR. To properly
configure this certificate to Titan FTP Server you must choose Update CSR.)

3. The Update CSR Utility will aunch. Use the Update GR
drOp-dOWI’] arrow tO Select the CSR Flle that YOU TI"1I\sbutiIity allowsly:u torupdate an ax\stigg CEF! wittasigned cartificate. Once updated, the CSR
. . . . will become a valid certificate associated with pour keypair.
would like to update with a signed certificate. Updats the fallawing C3A fie
Once updated, the CSR will become a valid e o
certificate associated with your KeyPair. Type
Aszociate the following signed certificate to my CSR

your password. Use the browse “...” button to Signed Ceificate:
browse to the location of your certificate (.crt) BRI L]
file. When you are finished, click Update. m —
4. Your CSR is now upgraded to a verified certificate file. You r— «
may now use the certificate. Click OK. A The C5R Has riaw bisen Uaraded to & verified certificate Fils,

£ ‘¥ou may now use the certificate.

(.

If you would like to test your server, you may download WebDrive, our secure FTP client.

About South River Technologies

South River Technologies (SRT) is an innovator in managed file transfer and document
collaboration software. SRT's software seamlessly integrates access to remote files into the
desktop applications that users rely on, creating an instantly familiar interface for
collaborating, sharing, and accessing files. SRT’s enterprise class server products are built
using industry standard encryption, highly granular security configuration controls, and
technologies to reduce the risk of network intrusions. Over 60,000 customers, including
more than 70 colleges and universities, government agencies such as NASA and FAA, and
other blue chip companies in more than 110 countries rely on SRT's software to make
remote file access and collaboration more efficient for their customers, partners, and
distributed workforce. For more information, please visit www.southrivertech.com.
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